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Scope:

Policy:

Procedures:

Visiting Resident/Fellow Policy

The Visiting Resident/Fellow Policy applies to all visiting residents/fellows who rotate at a UW
Medicine training site (including University of Washington Medical Center, Harborview Medical
Center, VA Puget Sound, Seattle Cancer Care Alliance and/or other UW Medicine sites) as part
of their ACGME residency/fellowship training program.

The UW School of Medicine accepts visiting residents/fellows from UW-affiliated training
programs and non-UW affiliated training programs for rotations of limited duration. All visiting
residents/fellows must have their application processed by the GME Office prior to beginning
training at a UW Medicine site.

UW programs wishing to accept visiting residents/fellows for rotations within UW Medicine must
submit a completed application form and the following required documentation to the GME Office
at least four weeks prior to the rotation start date, /ncomplete applications will not be processed.

1. Visiting Resident/Fellow Application Form (program must obtain all required signatures
before submitting to the GME Office)

2. Resident/Fellow's Curriculum Vitae

3. Resident/Fellow's ECFMG certificate (if applicable)

4. Verification of HIPAA Training

= If the visiting rotation is one month or less, verification of HIPAA training (i.e., copy of

completion certificate) from the sponsoring institution must be submitted along with a
sighed HIPAA Training Certification form.
» If the visiting rotation is greater than one month, the resident/fellow must complete UW'
School of Medicine HIPAA training (to be arranged by GME).

= Residents/fellows who have completed HIPAA training at Virginia Mason Medical Center,
Swedish Medical Center, Madigan Army Medical Center, or through the VA, may waive
UW HIPAA Compliance training by providing proof of completion of training and
submitting a signed HIPAA Training Certification Form.

Completed UW Medicine Privacy, Confidentiality, and Information Security Agreement (copy)

Immunization Health History & TB Screening Records

Copy of current Medical License

Justification from the UW residency/fellowship program director and/or supervising facuity

member that the activity supports the UW Medicine mission and/or provides a unique

educational opportunity for the resident/fellow.*

9. Verification from the sponsoring institution that the resident/fellow is matriculated and is in
good standing with the program, and confirmation from the sponsoring institution that it will
provide professional liability insurance for the resident during the rotation.*

10. Certificate of liability insurance from the sponsoring institution.*

N,

*Not required for residents/fellows from UW-affiliated programs.

UW Medicine Account requests are to be submitted by the UW program via UW Medicine |T
Services.

If approved, the supervising faculty member(s) and the UW program director must assure that
evaluations of the visiting resident/fellow are completed and sent to the visiting resident/fellow’s
home institution within two weeks of completion of the rotation. In addition, the supervising faculty
member(s) are responsible for ensuring compliance with the ACGME duty hour standard.

Notification of any change in the visiting rotation must be made at least one week in advance of
the rotation.
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UWSOM VISITING RESIDENT/FELLOW APPLICATION FORM

Submit completed application form and required documentation listed below to the UW GME Office (Box 356340) for approval.

Affiliation Agreement/Program Letter of Agreement for Rotation? YES

NO If yes, on file with GME? YES

NO (please attach)

[ Resident/Fellow Information

]

Last Name

First Name Social Security Number

Current R-Level

Current Specialty Date of Birth (mm/dd/yy)

First Residency Site

First Residency Start Date mm/dd/yy)

Medical School

Date of Graduation

Are you currently licensed to practice medicine? Yes No

Foreign Medical Graduate? ECFMG
Certificate Number (if applicable)

NPI Number (if available):

| Sponsoring Institution Information

Sponsoring Institution

Address

Sponsoring Institution Program Director

Phone Number

| Rotation Information

Location of Rotation(s):
UWMC/HMC/SCCA/FHCRC/CHRMC/VA

1)

Name of Rotation(s):

Date of Rotation(s):

2)

Supervising Physician (print and sign) Date
UW Program Director (print and sign) Date
UW Program Coordinator (print and sign) Date

Required Documentation

W curriculum Vitae
) ECFMG Certificate (if applicable)
] HIPAA Training Certification Form

a Copy of UW Medicine Privacy, Confidentiality, and information
Security Agreement

Q) immunization Health History Information

a Copy of Medical License

Required only for residents/fellows from non-affiliated programs:
O ouw Residency/Fellowship Program Justification

Q Sponsoring Institution Verification

(1 Certificate of Liability Coverage

Resident/Fellow Verification Statement
| understand that before my request to rotate at

can be approved, all required documentation listed above must be

submitted to the UW GME Office. | certify that all the information given on this application is true, accurate and complete.

Signature of Resident/Fellow Date
GME Office Approval
Signature Date

Effective August 1, 2007
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Pathology Residency Program
Visiting Resident/Fellow

Program Justification &
Sponsoring Institution Verification

Visitor: Visit Dates:
Address: Email:
Phone:

Home Institution:

Date Began Residency Program:

Anticipated Program Completion:

Description of this educational opportunity including how it is unique for the resident/fellow and institutions,
what educational activities will be included, and how the resident/fellow will be evaluated. The visiting
resident/fellow and the UW Pathology/Lab Med faculty mentor(s) need to sign their agreement to this
learning plan.

Visiting Resident/Fellow UW Faculty Mentor

| verify that the above-named visiting resident/fellow is matriculated in our program for the training dates described
above. The resident/fellow is in good standing in our program. | understand that the home institution is responsible
for continued support of the visiting resident/fellow including salary, benefits, and liability coverage. A certificate of
liability coverage is being provided to the UW Pathology Residency Program.

Contact information:

Program Director

Application materials need to be submitted at least 6 weeks prior to training. Notification of any change in the visiting
rotation must be made at least one week in advance of the change.

Tabitha Fletcher
Program Assistant
UW Pathology Residency Program
Box 356100
Seattle, WA 98195-6100
206-598-8000 FAX: 206-598-3083

CC: Dr. Rochelle L. Garcia, MD; Residency Program Director
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UW Medicine

COMPLIANCE

PP-04 Attachment C
Rev. 10/23/2006

HIPAA TRAINING CERTIFICATION

I, , certify that | have received training
(Print Name) {hours/minutes)

on the confidentiality of patient health information, specifically the privacy regulations adopted pursuant to the

Health Insurance Portability and Accountability Act of 1996 (“HIPAA"), at

on / /
(name and location of facility) (day/month/year)
| understand that | must maintain the confidentiality of individual healthcare information and agree to comply with
UW Medicine Privacy policies and procedures located at hitp://depts washington.edu/comply/privacy.shtmi.

Additionally | understand and have reviewed and received a copy of the following summary of selected UW
Medicine Privacy Policy and Procedures:

PP-01. The University of Washington (UW) is a hybrid entity with both health care components and non-health care
components. UW has designated certain of its health care components and related covered entities as one
affiliated health care entity known as “UW Medicine.” UW Medicine is comprised of the University of Washington
Medical Center and Clinics; Harborview Medical Center and Clinics; UW Medicine Neighborhood Clinics (University
of Washington Physicians Network); UW Physicians Sports Medicine Clinic; UW Medicine Eastside Specialty
Center; Hall Health Primary Care Center; and UW Physicians. Within these entities, protected health information
(PHI) may be shared for treatment, payment and health care operations. PHI may not be shared with the non-
health care components of the UW without patient authorization unless it is for the component to support the
treatment, payment or health care operations of UW Medicine. Throughout this summary, references to UW
Medicine will include UW Medicine’s workforce.

PP-02. Prior to April 14, 2003, and until the individual's first contact with UW Medicine for services, UW Medicine
entities may continue to rely on the individual's “Registration Consent /Financial Agreement,” authorization, or other
express legal permission to use and disclose PHI for treatment, payment, or health care operations. Each UW
Medicine entity will obtain the individual's acknowledgement of receipt of the UW Medicine Notice of Privacy
Practices or make a good faith effort to obtain an acknowledgment for all services provided after April 14, 2003.

PP-03. Outlines UW Medicine’s policy for the administrative requirements related to the UW Medicine’s Privacy
Program. The Administrative Requirements include twelve sections: Training, Sanctions for the Failure to Follow
Applicable Privacy Policy or for a Breach of Patient Confidentiality or Security, Safeguards, Disclosures by
Whistleblowers, Workforce Member Crime Victims, Mitigation, Retaliatory Acts, Waiver of Rights, Complaints,
Personnel Designations, Revisions to Privacy Policies and Procedures, and Documentation of Privacy Policies and
Procedures.

PP-04. The law requires UW Medicine to train its workforce, including physicians, on the organization’s policies
and procedures. UW Medicine maintains documentation of the training provided to each individual for six years.

PP-05. Patients and their families have the right to file complaints about how UW Medicine and individual health
care providers use or disclose their PHI. They may complain to the UW Medicine Privacy Office, the individual UW
Medicine entity, or the U.S. Department of Health and Human Services « Office for Civil Rights (OCR). If any
person complains to a member of the UW Medicine Workforce about a use or disclosure of PHI, the workforce
member must contact the Privacy Official of the entity rendering the care immediately. UW Medicine will not
retaliate, or tolerate retaliation, against any one who files a complaint.

PP-06. The UW Medicine sanction policy requires that appropriate sanctions be applied to workforce members who
fail to comply with policies and procedures. Sanctions will be based upon UW Medicine policies and the relative
severity of the violation.

PP-08. UW Medicine may share PHI for treatment, payment or health care operations among the UW Medicine
entities and with UW components that support UW Medicine. UW Medicine may share PHI with any non-UW
Medicine health care provider for treatment purposes. UW Medicine may share the minimum necessary PHI with



non-UW Medicine entities for payment purposes. Questions regarding the sharing of PHI for the health care
operations of a non-UW Medicine entity should be directed to the Privacy Official of the entity providing treatment to
the patient. Any other disclosure of PHI requires a valid authorization, unless the disclosure is allowed by PP16.

PP-09. Health care providers may communicate face-to-face with their patients about health related products or
services that UW Medicine provides. Providers may also communicate with their patients about alternative
treatments, coordination of care, or specialty care. UW Medicine must obtain the patient’s authorization for any use
or disclosure of PHI for non face-to-face marketing unless it is a promotional gift of nominal value.

PP-10. UW Medicine may use or disclose patient demographic information and the dates when patients received
health care services to raise funds for its own benefit. UW Medicine must obtain an authorization for the use or
disclosure of any other PHI for fundraising purposes. Individuals have the right to opt out of fundraising
communications.

PP-11. UW Medicine has identified staff within UW Medicine who will respond to requests for disclosure of PHI.
UW Medicine will verify the identity of all requestors and the requestors’ legal authority for obtaining PHI. UW
Medicine will document the requestors’ authority to receive the PHI prior to release of PHI.

PP-12. UW Medicine may disclose PHI to an entity (“business associate”) that is performing an activity on its
behalf when UW Medicine obtains satisfactory assurances that the business associate will safeguard the
information. Satisfactory assurances are documented in writing through a business associate agreement.
Relationships between health care providers involving the treatment of a patient do not require satisfactory
assurances and are therefore not business associate relationships. Please contact your entity’'s Privacy Official if
you have questions about whether a business associate relationship exists in a specific situation.

PP-13. Upon admission, patients have the opportunity to decide whether to be included in the hospitals’ inpatient
directories. If a patient opts against disclosure in the directory, UW Medicine will not include that patient in the
directory. If a patient is incapacitated at admission, the provider should exercise his or her best judgment on
whether to list the patient in the facility directory until the patient is able to express an opinion. Hospitals may
release the condition and location of patients when a requestor asks for the patient by name. With the permission
of the patient, clergy of the same faith may be given directory information without asking for a patient by name.

PP-14. With exceptions, the personal representative or legally authorized surrogate decision-maker for the patient
may sign the acknowledgement for receipt of the UW Medicine Notice of Privacy Practices (Notice) and make
decisions concerning UW Medicine's use and disclosure of the individual or emancipated minor's PHI. In addition,
unemancipated minors may sometimes acknowledge receipt of the UW Medicine Notice and make decisions
concerning UW Medicine's use and disclosure of their PHI.

PP-156. UW Medicine may use or disclose PHI to relatives or other persons involved in the treatment or care of the
patient, provided the patient does not object. When a patient is unable to express his or her wishes, the provider
should exercise professional judgment on whether to release any PHI. If PHI is disclosed under these
circumstances, UW Medicine will let the patient know of the disclosure as soon as possible.

PP-16. UW Medicine may use or disclose PHI without an individual’s authorization for public health activities,
health oversight activities, and specialized government functions. UW Medicine may also use or disclose PHI
without an individual's authorization to avert a serious threat to the health or safety of any person, to law
enforcement when required to do so by law, or pursuant to legal process. Please contact the Privacy Official for
your entity for fact-specific questions.

PP-17. Psychotherapy notes maintained by behavioral health providers are a subset of PHI subject to heightened
confidentiality protections. Psychotherapy notes may only be used or disclosed absent the patient's authorization
to conduct UW Medicine training programs, for treatment by the behavioral health professional, to defend against

legal action, to protect the health or safety of any person, or when required by law.

PP-18. Research involving human subjects (either directly or indirectly through PHI) requires review by an
approved Institutional Review Board (IRB). Researchers may use or disclose PHI for research when authorized by
the human subject or pursuant to an IRB-approved waiver or alteration. For more information on conducting
research, please review the UW Human Subjects Division web page at
http://www.washington.edu/research/hsd/index.php.
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PP-19. Federal law allows UW Medicine to use or disclose a “limited data set" for research, public health, or health
care operations. A “limited data set” is PHI that excludes 16 specific identifiers of the individual or of relatives,
employers or household members. UW Medicine must obtain satisfactory assurances (“data use agreements”)
from the entity requesting a limited data set prior to allowing the use or disclosure. PHI may be de-identified
through removal of 18 specific identifiers. Once de-identified, the data is no longer subject to state or federal
privacy laws and regulations.

PP-20. When using or disclosing PHI for payment and health care operations or when the patient has not
authorized the use or disclosure, providers may only disclose the minimum necessary PHI required to accomplish
the intended purpose. This standard does not apply to disclosures required by law.

PP-21. UW Medicine provides all patients (except prisoner patients) a copy of its Notice of Privacy Practices
(NPP), which outlines how an individual's PHI will be used or disclosed. UW Medicine is required to make a good
faith effort to obtain written acknowledgement of receipt of the NPP from each patient treated after April 14, 2003.

PP-22. Individuals treated at UW Medicine facilities have a right to request additional restrictions on the use or
disclosure of their PHI. UW Medicine is not required to agree to any restriction. If UW Medicine does agree then it
must follow the agreed-upon restrictions. All agreed-upon restrictions must be documented in the individual's
designated record set. The designated record set contains an individual's medical and billing records, and other
information used to make decisions about the individual.

PP-23. An individual has the right to access, inspect or request a copy of PHI contained in the UW Medicine
designated record set, unless an exemption applies (e.g., psychotherapy notes, information compiled for risk
management purposes, etc.). Requests to access, inspect or photocopy PHI should be referred to the Release of
Information Service Area for the entity in which services are provided.

PP-24. An individual may ask a health care provider to correct or amend his or her health care record. Requests
must be in writing and state a reason for the requested change. UW Medicine has ten days from receipt of the
request to respond in writing. If a provider receives a request for amendment, he or she must immediately contact
the Release of Information Service Area for the entity in which services are provided.

PP-25. An individual has the right to request UW Medicine to provide an accounting of all disclosures from an
individual’s designated record set, excluding those uses or disclosures for which an accounting is not required (e.g.,
treatment, payment, or health care operations; uses or disclosures made with the individual's authorization; or uses
or disclosures incidental to an authorized use or disclosure). If you receive a request for an accounting, please
contact the entity’s Health Information Management Area.

PP-26. Defines the UW Medicine Medical Record Designated Record Set and the Billing Designated Record Set.

If | have any questions or would like to know more about these policies and procedures, | can contact the Privacy
Official or view the materials at hitp://depts washington.edu/comply/privacy.shtmi

Dated

Signature

Print Name

Department and Box No.

Documentation to me maintained in workforce member department record
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PP-04 Attachment A UW Medlcme E

Rev. 10/23/06 Workforce Members

Privacy, Confidentiality, and Information Security Agreement
As a user of UW & UW Medicine computing resources and data, | understand that | am responsible for the security of my User ID (login) () and
Password(s) to any UW and/or UW Medicine computer system for which | am granted access. | understand that it is my responsibility to protect my
password's confidentiality. | understand that | have the following responsibilities:

o  Comply with UW and UW Medicine policies; e Use only licensed and authorized software;
»  Support compliance with federal and state statutory and »  Ensure that my use of UW & UW Medicine computers, email,
regulatory requirements; computer accounts, networks, and information accessed,

stored, or used on any of these systems is restricted to

*  Protect access accounts, privileges, and associated passwords : . s
authorized duties or activities;

(examples: Not sharing my password and Not logging on for

others); e IfI have clinical systems access, | may access my own PH!;
e Maintain the confidentiality of information to which | am given o Workforce members may not access the records of their family
access privileges; members, including minor children, nor any other person if not

an assigned or job-related duty. This also applies in cases
where staff members hold authorizations or other legal authority
from the Patient;

s Accept accountability for all activities associated with the use of
my individual user accounts and related access privileges;

» Not to change the computer configuration unless specifically

approved to do so; e Report all suspected security and/or policy violations to my Help

Desk;
¢ Not to disable or alter the anti-virus and/or firewall software; . e . o
‘ *  Report all known privacy violations fo the appropriate entity's
» Not to download, install or run unlicensed or unauthorized Privacy Official or the UW Medicine Privacy Office

software;

| understand that where | have access to or use of information classified as RESTRICTED or CONFIDENTIAL, additional protections are expected.
Proprietary information, which includes business plans, intellectual property, financial information or other sensitive materials and information in
printed, electronic or verbal form that may affect workforce member’s rights or organizational operations, is an example of a RESTRICTED
classification. Protected health information, which includes individually identifying patient information in any form, sensitive student information, and
workforce records are examples of a CONFIDENTIAL classification.

I understand that any RESTRICTED and/or CONFIDENTIAL information collected or obtained from, analyzed, or entered into any UW Medicine
information management system(s) or database(s) is the property of UW Medicine unless otherwise specified by contract. | understand that | must
maintain and safeguard the confidentiality of any and all UW Medicine RESTRICTED and/or CONFIDENTIAL information accessed or obtained in
the performance of my authorized duties or activities. | will not access, use, and/or disclose RESTRICTED and/or CONFIDENTIAL information for
any purpose other than the performance of authorized activities or duties. | will limit my access, use and disclosure to the minimum amount of
information necessary to perform my authorized activity or duty.

I will safeguard all RESTRICTED and/or CONFIDENTIAL information by holding it in the strictest confidence and by refusing to allow others to
access information unless my authorized activities require that | do so. In such cases, | will disclose or allow access only to individuals having
appropriate authority to access, receive and use such information.

I understand that my access to systems that have RESTRICTED and/or CONFIDENTIAL information may be monitored to assure appropriate
access and compliance with system integrity. | understand that authorized use carries with it the responsibility to follow the UW Medicine Privacy
and Information Security policies that govern the use of RESTRICTED and/or CONFIDENTIAL information, computers, and networks.

l'understand that failure to comply with the above Privacy, Confidentiality, and Information Security agreement may result in disciplinary action up to
and including denial of access to information and termination of my employment at the University to Washington. | have been given access to all of
the UW Medicine Privacy and Information Security Policies:

http://depts.washington. edu/comply/privacy.shtml!
http://depts.washington. edu/comply/security.shtm/
By signing this Agreement, | understand and agree to abide by the conditions imposed above.

Print Name:

Department; Job Title:
Signature: Date:
Copy provided on by

Date Name supervisor, manager or designee Signature

[1 Provide copy of this Agreement to the workforce member. [] File original Agreement in departmental personnel or academic file.
(All signed Agreements must be maintained for 6 years)




The following table is a glossary of terms used in the Privacy, Confidentiality, and Information Security Agreement.

Term

Definition

Access

To use, change, or view information.

Authorized duties or
activities

Duties or activities that are established by those with appropriate authority related to the role or function of the
workforce member, like a supervisor, manager or director.

Authorized software

Software that is authorized for use by the designated System Owner or Department
Manager.

CONFIDENTIAL
Information

CONFIDENTIAL Information is information that is very sensitive in nature, and requires careful controls and
protection. Unauthorized disclosure of this information could seriously and adversely impact UW Medicine or
interests of patients, other individuals, and organizations associated with UW Medicine. Examples include:
personally identifiable information, protected health information, workforce records, student records, social
security numbers, legally protected University records, research data, passwords, intellectual property.

Confidentiality

Expectation that information will be protected from unauthorized use or disclosure.

Disclose Release, transfer, provision of access to, or divulging information in any other manner outside the entity.
Individually Individually identifiable health information is information that is a subset of patient information, including
identifiable patient demographic information collected from an individual, and:

information e That identifies the individual; or

With respect to which there is a reasonable basis to believe the information can be used to identify the
individual. and
(1) Is created or received by a health care provider, health plan, employer, or health care clearinghouse; and
(2) Relates to the past, present, or future physical or mental health or condition of an individual; the provision
of health care to an individual; or the past, present, or future payment for the provision of health care to an
individual.

Licensed software

Software that the University of Washington has been granted permission from the owner to use under a written
license agreement or contract.

Minimum amount of
information
necessary

Minimum Necessary Standard: When using or disclosing Protected Health Information, UW Medicine must make
reasonable efforts to limit PHI to the minimum necessary to accomplish the intended purpose of the use,
disclosure or request.

The minimum necessary standard does not apply to

» Disclosures to or requested by a health care provider for treatment purposes

s To the patient or pursuant to an authorization

»  Uses and/or Disclosures required by law

» _Uses or disclosures that are required for compliance with the HIPAA Privacy Regulations.

Orally disclosed

Spoken words either in person or over any communication device.

Protected Health
Information (PHI)

Protected health information is a subset of individually identifiable health information maintained in permanent
health records and/or other clinical documentation in either paper-based or electronic format.

Privacy Official Each entity within UW Medicine has designated a Privacy Official who assists the UW Privacy Officer in
developing and implementing UW Medicine’s policies and procedures. The entity Privacy Official may identify or
appoint designee(s) to assist in the performance of these functions.

Proprietary UW Medicine possesses exclusive rights over the information within its systems. This includes business plans,

information inteflectual property, financial information or other sensitive materials and information in printed, electronic or
verbal form that may affect employee rights or organization's operations.

RESTRICTED RESTRICTED Information is information that is business data, which is intended strictly for use by designated

Information UW Medicine employees and agents. This classification applies to information less sensitive than
CONFIDENTIAL information. Dissemination of this information shall only be made to UW Medicine workforce
with an established need-to-know.

Safeguard Protect or cover from exposure, using precautionary measures.

Workforce Faculty, employees, trainees, volunteers, and other persons who perform work for UW Medicine, and whose work
conduct is under UW Medicine's direct control regardless of whether or not the workforce member is paid by UW
Medicine.

UW Medicine UW Medicine includes the following entities: University of Washington Medical Center and Clinics; Harborview

Medical Center and Clinics; UW Medicine Neighborhood Clinics (University of Washington Physicians Network);
UW Physicians Sports Medicine Clinic; Hall Health Primary Care Center; University of Washington Physicians; as
well as certain services and activities that support UW Medicine that are performed by non-healthcare
components of the University of Washington as defined within Privacy Policy PP-01 Use & Disclosure of
Protected Health Information - Organizational Requirements. UW School of Medicine and the University of
Washington Health Care Components are subject to the UW Medicine Information Security Program.




